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Abstract
Phishing is an increasingly emerging worry in the cyber world and pausing threat to users of the internet. Phishing is considered criminal by the use of social engineering and techniques to obtain sensitive information from the owners (Pripas, 2014). The phishing can be in the form of email, messages, pop-up notifications, or a website. This paper present explains what phishing is, how it occurs and methods of preventing it. In this sense, the study is important in generating focus on phishing to elevate research and measures to improve the security and gain users’ confidence in the internet. It will discuss previous research and various methods and tools that have been used to combat phishing.
Introduction
  This research issue seeks to describe what phishing is, how it occurs and methods and tools that can be used to prevent phishing. As described earlier phishing is a cyber-attack in which the attacker uses disguise email to obtain the information they need (Shashidhar, 2017). The analogy of the name comes from the word fish. Fish is trapped using bait, and this is the same way the attack occurs. This information includes bank details by asking them to click on or download information. The attacker pretends to be a trusted entity. 
    Recent technology has made it for attackers to launch the attacks even with minimal expertise using tools known as phishing kits. Examples of such packages include fishtank and OpenPhish. When installed they contain tools and websites that can be used to launch phishing attacks. The kit clones a legitimate website and the login details changed to a stealing script. The files are then zipped and then uploaded to a hacked site when unzipped and then sends emails that redirect to the new spoofed site. When the user clicks on the sites, their information is taken and used maliciously. 
Phishing attacks have been used to compromise companies and even steal vital information including logins, passwords and even financial credentials. Among the recent favorite phishing attacks include the 2016 attack on Hillary Clinton’s campaign manager John Podesta whose email logins were compromised. 
Literature Review
    There has been a lot of research done on phishing by scholars and network security analysts in the recent past. UK cards association in 2012 reported an estimate of 21.6 million Euros loss in online transactions due to phishing. These attacks have caused significant risk in the e-commerce industry where people do deals worth millions. Such attacks have made users of such sites lose trust with the security of their details and therefore making them avoid using the sites. This, in turn, has caused losses to the owners of such sites including Amazon and e-bay.
    According to the international journal of research, fraud emails have become a very recurrent problem in the recent years. This is a severe threat to internet communication. The Hilary Clinton case is an excellent example of such an attack which caused a huge setback to her presidential campaign. Emails contain vital information that when accessed by unauthorized people can be very destructive. Many have fallen into such traps, and a lot of damage occurred them. Recent research linked most of the phishing emails to be originating from ransomware, a group of hackers that terrorized internet users in 2017.
    Dhamija researched to investigate why people seemed not to stop falling prey to phishing attacks despite the awareness created by network security experts and the introduction of phishing detection tools ("Analysis of Web Phishing Methods," 2015). The research indicated that over 90% of the respondents were fooled by the fake sites when asked to detect the authenticity of the sites. It was also noted that many cues used in browsers are not effective. The people measured the authenticity of the sites based on how good they looked and failed to realize that it was straightforward to copy a page just as precisely as it appeared. 
On the other hand, Downs found out that people giving their information felt safe to do so by the fact that the sites already had the same info. They failed to provide a reason of doubt as to why they are being demanded the same info they had earlier given out.  Even after placing measures, phishing still works majorly due to ignorance by web users. People don’t concentrate on security features such as the bars on the URL that have SSL locks that indicate authenticity of websites
Proposed Solutions for Phishing
    Many suggestions have been put forward on how to avoid being phished, but security analysts have insisted that there is no “bullet of silver against phishing.” The most important approach is being extra vigilant and avoids clicking on sites and ads without checking the authenticity of the sites, however good looking they may look. The following are the ways organizations can use to prevent phishing.
Making Users Aware On Phishing
This is among the most viable methods of avoiding the attacks. When the users are aware of the forms of attacks they are exposed to, they can avoid being phished. Users should be made aware not to follow links blindly in the web and also not to give out their information without verifying the authenticity of the sites they navigate. They should also be taught how to detect fake websites, and the kind of security features ton watch out for when using the internet. 
Neuro-Fuzzy Logic Approach
    This approach was presented by Alsharnouby, Alaca and Chiasson, (2015). They explained how to detect attacks and the measures to counter them. The method has five inputs which are a mixture of neural networks and fuzzy logic with capabilities of cognitive reasoning. The thesis uses the IF-THEN loop where the five data are stored in different tables. With its 2-tep validation, this approach provides an accurate rate for securing and restoring the confidence of the users. 
Computer Vision Technique
Sunganya brought a solution to cub attacks that proposed combining of whitelist with visual by introducing a combination of whitelist and visual comparison methods (Suganya, 2016). The computer aided vision method is referred to as SURF monitor which obtains essential features from suspicious sites. It begins with a whitelist that consists of verified URLs which are then related to the URLs accessed. If they URLs seem similar, such a site is marked to be safe. However, if they are not matching the SURF monitor now is put to action. The similarity index is used to compare this sites, and the higher the page is considered suspicious and if the score is lower the site is considered less suspicious. This method is quite useful and gives a lesser untrue positive value.
Multi-Tier Phishing and Filtering Approach
According to "A Novel Approach for Phishing URLs Detection (2015), the available content filters have been based on machine learning algorithms. They proposed an approach that uses the Multi-Tier Classification Model combined with methods of extracting phishing emails based on a value of the contents of the message and the header the selecting elements with priority. Their study brought a 97% efficiency in identifying phishing emails, and this result is among the highest accurate results achieved. 
Conclusion
This paper covered three critical aspects of phishing. How it occurs, why it continues to happen and tools and methods that can be used to curb phishing. It is important to note that phishing is a social engineering form of attack that cannot be eliminated because it relies on user vigilance and keenness to detail. In the future, more effecting detection tools to identify and block attacks should be developed to assist internet users in avoiding this crime. The main idea in focus should be to determine the camouflaged emails and sites and warn the uses and warn users against them. Above all, creating awareness and user education can be an essential tool. 
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